Broseley Town Council

DATA BREACH RISK MANAGEMENT POLICY
What is a data breach?
A personal data breach is the accidental or unlawful destruction, loss, theft, alteration, unauthorised disclosure
of, or access to, personal data.
Examples include:
Access by an unauthorised third party.
Deliberate or accidental action (or inaction) by a data controller or data processor.
Personal data being sent to an incorrect recipient.
Computing devices containing personal data being lost or stolen.
Alteration of personal data without permission.
Loss of availability of personal data.
A data breach requires crisis management to prevent the entire Council from being put at risk. Data security is
not an IT issue but is an organisation risk which may involve a number of people with various roles within the
Council.
This policy is designed as a breach response plan that should be deployed to deal with a data security crisis.
The breach response plan
1. If a data breach occurs notify the Town Clerk.
2. In the absence of the Town Clerk notify the RFO.
3. Follow the directions as written in the Council’s Data Breach Policy.
Legal issues
1.
2.
3.
4.
5.
6.
7.
8.

Follow procedures for maintaining legal privilege and confidentiality.
Pause document destruction processes if necessary.
Ensure that appropriate evidence gathering is carried out to collect information about the breach.
Seek advice from the Council’s HR consultant if necessary.
Identify as soon as possible any third parties that may need to be notified.
Notify the Council’s payment processor of any credit/debit card data.
Liaise with staff and councillors if they have seen any unusual activity.
Follow the directions as written in the Council’s Data Breach Policy.

Forensic IT
1. Respond as quickly as possible to basic IT data breaches.
2. Ensure the Council’s Asset Register is kept up to date to help identify potentially compromised devices,
where they are and in whose possession.
3. Quickly secure and isolate potential compromised devices and data and take care not to destroy
evidence.
4. Quickly physically secure any Council premises that have been affected by a data breach.

Cyber breach insurance
1. Ensure the Council’s insurance covers a cyber breach.
2. Follow the process for notifying breaches and obtaining consent for actions from the Council’s insurer.
3. Ensure that emergency contact details for the Council’s insurers are readily available.
Data
1.
2.
3.
4.
5.

Maintain a log of what data the Council holds and does not hold.
Ensure the data is appropriately classified.
Follow the Council’s data destruction policy.
Ensure that encrypted data can only be accessed by authorised personnel.
Ensure that unnecessary data is disposed of securely and do not keep unnecessary data for longer than
is necessary.
6. Ensure that appropriate additional protection is in place for sensitive data.
7. Implement data loss prevention where necessary.
Data subjects
1.
2.
3.
4.
5.
6.

Ensure an understanding of when data subjects should be notified about a data breach.
Ensure an understanding of the contractual and legal rights of data subjects.
Follow the Council’s policy for notifying data subjects about data breaches.
Ensure an understanding of the potential harm to a data subject should a loss of data occur.
Ensure an understanding of how a breach should be dealt with.
Ensure that all staff and councillors are suitably trained on how to deal with data subjects should a
breach occur.

Public relations (PR)
1. The Town Clerk or the RFO will handle any necessary PR to deal with data breaches.
2. The Council’s administration staff will actively monitor social media after a breach.
Security checklist
The Town Council has the following protection in place:
a) Acceptable Use Policy.
b) Bring your own device policy. Not yet in place.
c) Antivirus software and firewall on all devices.
d) Document Retention Policy.
e) General Privacy Notice.
f) Password Policy.
g) Social media and electronic communication policy.
h) Safeguarding Policy.
i) Electronic file backup.
j) Secure wireless networks.
k) Regular software updates.
l) Unique user accounts.
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